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Vendor Patched Advisory Month
é,:‘ IEEEE 0 Trend Micro Products - February
Multiple local privilege escalation vulnerabilities
TrendMicro
References

://labs.idefense.com/intelligence/vulnerabilities/display.
://esupport.trendmicro.com/support/viewxml.do?ContentID=EN-1034432&id=EN-1034432

://www.reversemode.com/index.php?option=com remositorv&Itemid=2&func=fileinfo&id=

45
Vendor Patched Advisory Month
~
( > 0 Apple Quicktime - Color ID Table March
— Heap Corruption vulnerability
Apple
References

http://docs.info.apple.com/article.html?artnum=305149
://www.reversemode.com/index.php?option=com remositorv&Itemid=2&func=fileinfo&id=



http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=486
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=46
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=46
http://docs.info.apple.com/article.html?artnum=305149
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=45
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=45
http://esupport.trendmicro.com/support/viewxml.do?ContentID=EN-1034432&id=EN-1034432
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=469

Vendor Patched Advisory Month
Ay

L )] @ XP/2k Microsoft Windows - Ndistapi.sys IRQL escalation =~ March
Microsoft @ 2003
References

http://www.reversemode.com/index.php?option=com remository&Itemid=2&func=fileinfo&id=
47

Vendor Patched Advisory Month
L ZONEé\I’.AIEMI | CheckPoint ZoneLabs - Zone Alarm SRESCAN ~ April
o Driver multiple local privilege
escalation vulnerabilities
CheckPoint ZoneAlarm

References
http://www.reversemode.com/index.php?option=com_remository&ltemid=2&func=fileinfo&id=

48
http://labs.idefense.com/intellisence/vulnerabilities/display.php?id=517

Vendor Patched Advisory Month

VMware Products - VMM GPF Denial of Service May

VMware

References

http://www.reversemode.com/index.php?option=com remository&Itemid=2&func=fileinfo&id=
49

http://www.vmware.com/support/server/doc/releasenotes server.html

Vendor Patched Advisory Month
[_'L ] Microsoft DirectX RLE Compressed Targa July
o Image File Heap Overflow
Microsoft
References

http://www.reversemode.com/index.php?option=com remository&Itemid=2&func=fileinfo&id=
52

http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=562
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4183



http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4183
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=562
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=52
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=52
http://www.vmware.com/support/server/doc/releasenotes_server.html
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=49
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=49
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=517
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=48
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=48
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=47
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=47

Vendor Patched Advisory Month

L ZONE&%EM V4 CheckPoint ZoneLabs - Zone Alarm Vsdatant.sys  August
o multiple local privilege escalation vulnerabilities

CheckPoint ZoneAlarm

References

http://labs.idefense.com/intellisence/vulnerabilities/display.php?id=585
http://www.reversemode.com/index.php?option=com remository&Itemid=2&func=fileinfo&id=
53

Vendor Patched Advisory Month
EDE%:FH” & Speedfan.sys signed driver for Vista x64 local October
privilege escalation
Almico Speedfan
References

http://www.reversemode.com/index.php?option=com mamblog&Itemid=15&task=show&actio
n=view&id=42&Itemid=15
http://www.bugtrack.almico.com/view.php?id=987

Vendor Patched Advisory Month
[_'L ] Macrovision Safedisc secdrv.sys local November
maGrovision o privilege escalation (Oday)

Microsoft/ Macrovision

References

http://www.reversemode.com/index.php?option=com mamblog&Itemid=15&task=show&actio
n=view&id=43&Itemid=15

http://www.securityfocus.com/bid/26121
http://www.microsoft.com/technet/security/advisory/944653.mspx
http://www.macrovision.com/promolanding/7352.htm

Vendor Patched Advisory Month
-é"‘ IREND. V4 Trend Micro tmpxflt.sys Buffer Overflow. November
o Local Privilege escalation
TrendMicro
References

http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=609
http://esupport.trendmicro.com/support/viewxml.do?ContentID=1035793



http://esupport.trendmicro.com/support/viewxml.do?ContentID=1035793
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=609
http://www.macrovision.com/promolanding/7352.htm
http://www.microsoft.com/technet/security/advisory/944653.mspx
http://www.securityfocus.com/bid/26121
http://www.reversemode.com/index.php?option=com_mamblog&Itemid=15&task=show&action=view&id=43&Itemid=15
http://www.reversemode.com/index.php?option=com_mamblog&Itemid=15&task=show&action=view&id=43&Itemid=15
http://www.bugtrack.almico.com/view.php?id=987
http://www.reversemode.com/index.php?option=com_mamblog&Itemid=15&task=show&action=view&id=42&Itemid=15
http://www.reversemode.com/index.php?option=com_mamblog&Itemid=15&task=show&action=view&id=42&Itemid=15
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=53
http://www.reversemode.com/index.php?option=com_remository&Itemid=2&func=fileinfo&id=53
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=585

Vendor Patched Advisory Month

#
(\3 o Apple Quicktime Multiple remote vulnerabilities = November

References

http://www.zerodayinitiative.com/advisories/ZDI-07-065.html

http://www.zerodayinitiative.com/advisories/ZDI-07-066.html
http://www.zerodayinitiative.com/advisories/ZDI-07-067.html

http://www.zerodayinitiative.com/advisories/ZDI-07-068.html

http://docs.info.apple.com/article.html?artnum=306896

Vendor Patched Advisory Month
CRELT[VEG e Exploiting WDM Audio Drivers December
Creative es1371mp.sys
Creative
References

http://www.reversemode.com/index.php?option=com content&task=view&id=45&Itemid=1
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